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Office of the Attorney General:

Angels Neurological Centers, P.C. (“Angels” or “we”’), whose office is located at 536 Washington St,
Abington MA 02351, and pursuant to 10 Me. Rev. Stat. § 1346, ef seq., this letter provides notice of a
recent data security incident. By providing this notice, Angels does not waive any rights or defenses
regarding the applicability of Maine law or personal jurisdiction.

Angels provides neurological care to patients and is an entity covered by the Health Insurance
Portability and Accountability Act (“HIPAA”) and is providing notification, as well as taking other
steps, as required by and in compliance with HIPAA.

On April 9, 2024, we detected suspicious activity on our systems. Angels immediately began an
investigation and took steps to contain the situation, including changing passwords, proactively taking
systems offline, implementing endpoint detection and response monitoring, notifying federal law
enforcement, and engaging cybersecurity and privacy professionals to assist. The investigation found
evidence that unauthorized actors accessed Angels’ records on limited occasions between March 3,
2024, and April 9, 2024. The investigation determined that personal information was involved in the
unauthorized actors’ unauthorized activity. There is currently no evidence that any information has
been misused for identity theft or fraud in connection with the Incident.

Angels has identified two (2) Maine residents who may have been affected by the security incident.
While the data elements varied by individual, the elements potentially included name, address, birth
date, medical record number and/or patient identification number, provider or facility name, medical
condition, diagnosis and/or treatment information, medication or prescription information, payment
amount history information, insurance payment amount information, date(s) of service, medical
information, health insurance information, driver’s license number or state identification number,
Social Security number, and any information on an individual that was created, used, or disclosed in
the course of providing health care services. Written notification will be sent to the impacted Maine
residents via regular mail starting on June 5, 2024. A sample copy of that individual notice is included
with this submission for your review.
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Please feel free to contact me with any questions at (716) 898-2102 or dgreene@octillolaw.com.
Sincerely,

OCTILLO

Daniel P. Greene, Esq.
Certified Information Privacy Professional, United States (CIPP/US)
Certified Information Privacy Professional, Europe (CIPP/E)

Encl.



